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The development of standards that enables users to communicate and transmit data wirelessly relies on a network that is in its infancy and is still struggling to resolve various interoperability and standard issues.  This paper will examine three of the standards currently being used to enable wireless data transfer: Bluetooth, WiFi and Third Generation wireless (3G). The discussion will then examine how one company is attempting to expand and accelerate the reach of WiFi access (which is an organically growing network-like the Internet) by developing a proprietary, subscriber-supported network.  Each of these wireless technologies and standards are impacted by network economics and this paper will outline how the various features of wireless data networks (WDN) are affected by economies of scale and scope, standards, externalities, policy issues, etc; and will discuss the challenges that the industry is facing in their effort to provide a robust network with universal connectivity for wireless computing products. 

In order to provide wireless connectivity, a variety of different networks have been developed which provide pieces of a wireless communication system.  While this paper will mainly be focused on only the technical specifications that need to be in place for one wireless device to transfer data to another, it is essential to understand how the pieces interact. Currently, there are a variety of companies that are involved in the wireless data market. Cellular phone providers, computer companies (HP, Gateway, IBM, etc), and PDA providers are all engaged in developing a network that will support their devices. There are also a variety of applications currently being used in the consumer market that rely on wireless connectivity in order to communicate with each other, proprietary databases, and to content on the Internet. These applications include laptops, personal digital assistants (PDAs), and wearable computing devices (Poma, etc). These applications connect to a variety of different wireless networks via wireless hardware and configuration software.

In addition to hardware and software providers, there are aggregators that are attempting to position themselves as ISPs-like entities and provide technical support, log-on software and a subscriber service plan for customers that want the ability to connect wirelessly to wireless hubs (proprietary or free access) which are located across the nation. Content providers are also an essential piece of wireless data application success, for without content to access and view, wireless users would have not reason to access the Internet wirelessly. 

Bluetooth

One of the wireless networks that support mobile communication is the Bluetooth technology that allows various devices to automatically find and connect to each other to create a Personal Area Network (PAN).  Bluetooth can than be outfitted with a wireless modem to connect to a local wireless hub to access the Internet.   Bluetooth was originally designed by Ericsson to replace cables running between devices like computers and printers or cell phones and headsets and the system allows up to 8 devices to connect to each other as long as they have the Bluetooth enabled technology embedded and they are within 10 feet of each other. 
  Bluetooth enables devices to form small, ad hoc wireless networks called piconets. These wireless connections are established using a radio transceiver embedded within each Bluetooth device with security built into the network at the hardware layer.  The software allows the devices to find other devices and create “ad hoc” peer-to-peer network connections. In order to get a Bluetooth enabled device to connect to the nearest WiFi (wireless) access point, wireless users need to use a wireless modem which until recently resulted in degradation of signal quality and strength due to the fact that WiFi and Bluetooth share the same unregulated radio frequency.  Companies are developing technological solutions to this problem, and Emerald has developed terminals which allows WiFi signals and Bluetooth signals (which exist on the same band of spectrum) to coordinate their signals to create Internet connectivity. 

Due to its organic growth structure, this type of network is at its most valuable and covers the largest areas when there are a large number of users - but users will not join the network unless they see a benefit to do so (a decision often based on the network’s reach and content quality). 

To gain the large number of users that is essential for its success, Bluetooth (a proprietary standard) encourages almost 2,000 companies to participate in its development and deployment (including 3Com, Agere, Ericsson, IBM, Intel, Microsoft, Motorola, Nokia and Toshiba, and hundreds of others). This strategic decision enables Bluetooth to quickly become the defacto standard for mobile short-range wireless networking (SRWN).  By allowing its code to be developed by a variety of potential users, Bluetooth gained the widespread use and acceptance that has helped it established large economies of scope and has become the dominant market player.  It is predicted that in 2006, Bluetooth will outnumber W-LAN (Wide and Local Area Networks) ten-to one and there will be 235 million Bluetooth enabled mobile phones, laptops and personal digital assistants (PDAs).
  

Unlike other types of networks that have large fixed costs (created by the laying of wires and the initial development of the network) and low marginal costs (created by adding additional devices), Bluetooth deployment is more organic. Every device that is added to the network has a fixed cost associated with the purchasing of hardware to communicate with other devices and the network. Every time a section of Bluetooth enabled technology attaches to the Internet (a larger network) another fixed cost is assumed with the purchase of a network access point and the fee for purchasing a broadband Internet connection.

With Bluetooth being installed in a wide-range of devices, it has developed a natural monopoly over the SRWN, and users are heavily locked into the standard due to the relative absence of other SRWN available. New companies interested in becoming involved in the SRWN arena have huge barriers to entry to overcome in order to become market players. The largest barrier to entry involves the need to develop proprietary arrangements with mobile hardware manufacturers to have the non-Bluetooth standard installed and/or supported. With such a large number of supporters behind the Bluetooth standard, it is questionable whether another standard will even enter the SRWN marketplace. 

802.11b and WiFi

IEEE (Institute of Electrical and Electronics Engineers) developed the 802.11b standard in 1997 for wireless Internet, and WiFi (wireless fidelity) became the name of the certification for 802.11b compatibility that is supported by the Wireless Ethernet Compatibility Alliance.  An international governing body, not by a company that owns the prominent standard, created the WiFi standard. This has allowed a larger range of companies to provide WiFi hardware and services. 

Creating a WiFi network requires users to 1) have an existing connection via an Internet Service Provider, 2) purchase a wireless hub/router, and 3) purchase wireless cards from the applications that will be connecting via the hub. Wireless data connections are not provided as a service, but rather are enabled via the use of hardware. The 802.11b network has a range of up to 300 feet when there are no obstructions and can transfer data at speeds of 11 M bit/sec. Due to the fact that 802.11b operates (like Bluetooth) in an unlicensed band of spectrum, the signal can experience interference from radio noise (often generated by microwaves and cordless phones), humidity, air temperature and resource reduction (from other appliances using the same hub).

WiFi’s deployment and development has similar network economy effects to Bluetooth. Due to its organic growth, the fixed costs are not disproportionately high to the marginal costs (very device needs a wireless card and the hub is only slightly more expensive than the cards). This type of growth, however, translates into spotty coverage and a hub and spoke type network structure. There are various positive and negative externalities that are created by such a decentralized, organically growing network. For instance, with the current default security values in all WiFi equipment, most networks are left unprotected from free riders on the network. While this is a positive externality for free Internet consortiums that want to encourage Internet connectivity, it also presents a variety of data and information security issues that is not present within most wired Internet connections.  Additionally, if free Internet WiFi hubs become widespread where more than one user/device can share a single broadband connection, they pose a direct competition to the growth of additional broadband and dialup connections.

3G (Third Generation)

There is another prominent wireless standard that (while focused on enabling cell phones to access Internet content) was predicted to be a large player in the wireless arena. Initially, the FCC decided to hold a spectrum auction for the 2.3 GHz band of the electromagnetic spectrum in an attempt to foster the development of 3G (third generation) wireless capabilities that would allow cellular phone companies to offer data transfer via their applications. In order to roll out 3G services, cellular carriers need more spectrum, and the licenses that (now bankrupt) NextWave are holding are held up in litigation and are slowing the deployment of such technology. For example, the NextWave licenses “would have allowed AT&T to offer 3G services in four or five more cities.” 
  With the vast deployment of WiFi (which can achieve speeds of up to 11 Mbps), 3G (at speeds of 2 Mbps) might never meet customer expectations.  In addition, a recent report by investment research firm ARCchart claims that WLANs could eat up as much as 64 percent of 3G revenues in the next four years. Wireless companies also don’t currently have the infrastructure to support 3G services and most cell phones aren’t equipped to use the standard. 
An Alternative Subscription-Based Network:  Boingo


  One of the companies with an innovative approach to wireless connectivity is Boingo. Combining both an ISP connection and wireless connectivity, Boingo has developed a subscription service where mobile users can (with a Boingo-enabled device) pay an annual subscription fee and be able to connect wirelessly to the closest Boingo wireless hub established in various hotels, airports, restaurants and other businesses. Those businesses would act as subcontractors who would receive a cut of the revenues every time a Boingo subscriber accessed their WiFi hub. These commercial establishments would have to get their own Internet connection and purchase a transmitter-receiver through Boingo. 
Without a universal wireless coverage package, it is difficult to encourage customers to join a network and with the variety of wireless hardware and network options, it is difficult for the consumer to determine which network to choose.  “The wireless data communications market has been held back by high costs, coverage gaps and a paucity of applications, but vendors are trying a new approach. They are bundling devices, applications and network services for vertical industries, eliminating costly, difficult integration work that, until now, has deterred customers.”
Key to the widespread deployment and use of Boingo is the development of a consumer base that doesn’t have bear high switching costs to become a part of the Boingo network. Boingo is addressing this by establishing proprietary agreements with hardware manufactures. As of March 2002, HP had agreed to bundle its laptops with Boingo functionality and WiFi hub provider Agere Systems has agreed to include Boingo access with its air cards.
  Part of the key to Boingo’s potential success (even against free and organically growing WiFi networks) lies in establishing a first mover advantage (establishing hubs that cover a significant amount of geographic area) and developing large economies of scale. These actions should lower consumer’s perceived switching costs. If Boingo is an easier to install and use system with a wider coverage area, they might be able to win the battle between the two wireless networks even when competing against a free option.

Network Limitations and Bottlenecks

There are various technological bottlenecks that limit the growth of these networks that include (but are not limited to) the impact of high traffic on the network structure, the sharing of radio spectrum, the widespread adoption of wireless content standards, and security. Each of these issues needs to be resolved in order to encourage wireless adoption. 

Network Bottlenecks

The wireless market is currently serviced by a variety of wireless networks that are organized in a hub and spoke structure where all the wireless enabled devices speak to a central access point – a structure that is prone to network bottlenecks when traffic increases and is reliant upon one point of failure (unlike the Internet’s structure where one point of failure does not result in failure of the network).

Radio Frequency Issues

Bluetooth, WiFi and other SRWN standards run on the unlicensed 2.4 GHz radio frequency, which has the potential to cause transmission errors and is currently the major concern for wireless standard setting bodies like the IEEE 802.15 working group.
   Other companies that use the unregulated spectrum for their services are interested in limiting WiFi’s use of the spectrum to reduce signal competition. For instance, Satellite radio providers Sirius and XM Radio have petitioned the Federal Communications Commission to enforce an out-of-band provision in Part 15.247 of the unlicensed spectrum rules, which says companies can operate on an unlicensed spectrum only if they are willing to accept interference from a higher-priority band (that's satellite radio) and that those companies (WiFi carriers) can't cause interference to the higher band.
 As more companies develop hardware solutions that utilize the 2.4 GHz frequencies, conflicts between competing devices will have to be addressed to maintain a signal that is beneficial for the consumer.
Security Issues

Security issues need to be resolved within the wireless network sphere before widespread use of wireless applications for ecommerce will become a reality. Currently without wires, it is difficult to keep track of all the users connected, and with a quarter of a mile range for most wireless hubs, there is plenty of opportunity to hack into a wireless network. Wireless encryption also has not been perfected. Companies running 802.11 networks can use the Wired Equivalency Privacy (WEP) – an optional feature that offers the equivalent of the confidentiality of a wired LAN that doesn’t employ cryptographic techniques to enhance privacy.
WEP will make the wireless LAN only as secure a system as the wired link that it connects to. When WEP is enabled, the hub and the client stations have keys and the key is used to scramble the data before it’s transmitted via airwaves. The hub only receives and delivers packets to the host that are properly scrambled and have the assigned key. Network security experts, however, state that since WiFi networks are delivered with the encryption turned on, about 85 % of the 802.11 networks have WEP turned off and are at risk for security breaches.
  
Standards Developed for Wireless Content Issues - WAP

All small wireless devices are severely hampered by the amount of content that able to be compressed and viewed on small screens. Attempting to address this problem, a consortium of companies involved with the wireless telecommunications industry developed the WAP protocol specification. This group, the WAP Forum, consisted of four companies at the time of its founding (Phone.com, Nokia, Ericsson, and Motorola), and has since grown to over 500 members. The WAP specification was to provide a standard method for small such as cellular telephones, to access the Internet. Because of the resource and bandwidth constraints, it was deemed necessary by the WAP Forum to set up a special protocol optimized for this device class. There is a device that sits between the WAP phone and the Internet called a WAP proxy that tokenizes the data before transmitting it to the phone, compressing the data to a size manageable by the bandwidth available. WAP phones are only able to access WML (wireless markup language), which is based on the XML standard.  Because WAP was developed used WML as a standards specific for cellular phone devices, it is not compatible with most of the content on the Web, and it limits the amount of content available to WAP users.  Wireless enabled content is one of the many barriers to achieve economies of scope in the consumer market. Until there is a large amount of content to view, few users will bear the large switching costs of abandoning their desktop Internet connection for a wireless enabled one.

In conclusion, wireless data network deployment and adoption faces a number of challenges. One, most wireless networks have their own proprietary standards, and no single network covers enough geographic areas to dominate. Second, radio circuitry in the device will usually work only with one mobile standard, due to more than one standard sharing the same radio frequency and the network is currently experiencing frequency interference. Finally, with most wireless device manufactures picking one or two networks to support, the customer is left with limited options for access connection, that have a limited network size and a limited amount of available content. The industry is moving toward addressing these issues and they will either require legislative action in order to resolve, or the market adoption of a single standard for all wireless communications. With satellite radio’s recent request of the FCC to regulate spectrum users, it seems as though federal regulation will be used rather than market forces, and in the end it might bode well for the consumer and might cultivate the development of a single universal wireless standard rather than the multitude of options available in the market today.
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