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Public Policy Toward Network Industries

DCMA: Successful Protection of Digital Information Goods?

The advent of the Digital Millennium Copyright Act (DMCA) has opened a new era of copyright philosophy that has impacted the regulatory philosophy governing intellectual property protection. The original purpose of copyright law was to “to promote the progress of science and useful arts…by securing for limited times to authors and inventors the exclusive right to their respective writings and discoveries.”
 The Supreme Court’s findings in the Betamax case of 1976 altered the scope of that protection to allow for “fair use” – the right of the individual to copy and use intellectual property (IP) for non-commercial uses; and the DCMA swung the seesaw of public policy the other way – limiting the right of the individual o create a personal copy to use for noncommercial purposes.  The DCMA was drafted in response to the unique challenge caused by consumer use of digital distribution and reproduction technologies, but has it solved the problem? This paper will briefly outline the history of copyright protection since the Betamax case and will discuss the issues raised, the parties involved and the solutions presented by the DCMA and will then turn to the future IP concerns still not currently being addressed in the post DCMA world. 

The DMCA covered a wide range of information products and industries – all of the intellectual content that is created for or distributed by digital means. This would include music, movies, books, art, software code and other information products. These types of information products are defined by their content, not by the packaging that allows for the content to be distributed, and they are generally non-rival in consumption (where the use of the product by one user does not make less of that product for another user).  

In many of these industries, characteristics of network economies are in play and create economies of scale that make producing the first unit extremely expensive (due to high research and development cost “first copy costs”) yet the subsequent copies are relatively inexpensive and have a fixed price. In addition, once the distribution networks have been developed, distribution of the content is relatively cheap. These types of products are also affected by the positive benefits of large networks (which is evident in the case of music and movies by the hardware component of those networks).  For example, users will find more benefit to joining one type of network (music CDs) if there is a wide distribution and availability of the hardware component (CD players) that play the CDs. In the software market, its slightly different and users benefit from whichever network hardware network is the biggest and offers them the largest segment of complimentary software products that work with the hardware gaming system or computer operation system. 

Due to the large first copy cost, the information industry does not lend itself to a market with multiple players and the natural market forces create a market driven by a few monopolistic firms with high levels of market concentration. Network effects impact the various segments of the information industry differently and some industries (like the VHS market) are greatly impacted by switching costs and customer lock-in, while others like art are not as impacted. The establishment of some sort of technical standard drives most of these industries whether within the hardware manufacturing, or some other facet of the packaging of the information. 

Digital Piracy or Fair Use?

Interested in spreading broadband deployment, Congress began to realize that the lack of high quality online content was hindering consumer adoption of broadband technology.  This “broadband” issue was not the focal point of discussions in 1998, when DMCA was passed.   I think most of this discussion is really focused on Hollings, am I right? The same “chicken and egg” program that perplexed many other network industries was behind the slow adoption of broadband. The ability to produce perfect copies of movies, music, books and other information products created by broadband and peer-to-peer technologies created IP concerns among content providers and they were unwilling to post their materials online until they could be guaranteed copyright protection. While the social atmosphere that created peer-to-peer technology was founded on the moral stance established by a “fair use” mentality which allowed for sharing content among friends, the immediacy and ease of distribution on the Internet made this type of illegal “sharing” a legitimate economic concern for the major content providers.  For example, piracy for the IT industry creates losses of $12 billion a year, for content owners, its about $3.5 billion a year.
 

The Policy Players

Various groups were involved in discussing how to protect IP online and the drafting of the DMCA. The discussion was held on both the House (Commerce Committee and Subcommittee on Telecommunications, Trade and Consumer Protection) and Senate (the Senate Judiciary and Commerce Committees) floors and ultimately decided within a joint Senate/House Conference.  The Clinton Administration became involved and versions of what would become the DCMA were also drafted within the Patent and Trademark Office. The Home Recording Rights Coalition, who were central to their success of the Betamax case, were also involved in the writing of sections of the DMCA ensuring that analog home copying would be maintained. This group has been a stanch supporter of the customer’s right to engage in home, private, non-commercial recording of the programming from free over the air broadcasts,
 and the Electronic Frontier Foundation joined them in representing consumer rights.  On the opposite side of the debate the content owners that were asked to give statements before the Senate Commerce Committee included: Michael Eisner, CEO of Disney; Peter Chermin, President and COO of the News Corporation; Leslie Vadasz, the Executive VP of Intel; Andreas Bechtolsheim, General Manager/VP of the Gigabit Systems Business, Cisco Systems; Mr. James E. Meyer, Special Advisor to the Chairman and formerly Senior VP and COO, Thomson Multimedia, Mr. Robert Perry, VP, Marketing, Mitsubishi Digital Electronics; and Mr. Jack Valenti, President and CEO, The Motion Picture Association of America.   Before the Senate Judiciary committee, the following corporate interests were invited to make remarks: Richard Parsons, CEO Designate for AOL/Time Warner; Mr. Craig R. Barrett, CEO of Intel; Mr. Jonathan Taplin, CEO of Intertainer; Mr. Joe Kraus, Founder of Excite.com and DigitalConsumer.org; and Mr. Justin Hughes, a professor at UCLA Law School.
Policy Solutions to the Digital Piracy Problem

The protection of digitally distributed IP began to intensify after the release of a draft report in 1994 from the Intellectual Property Rights of Information Infrastructure task force that called for changes in existing intellectual property laws due to the proliferation of digital distribution.  The Home Recording Rights Coalition (HRRC) responded to the report cautioning against limiting consumer’s home use of content. Those changes to attitudes about consumer’s right to free home use of content was further challenged in 1995 when the NII Copyright protection Act (H.R.2441/S.1284) was introduced to the House and Senate calling for a policy in which it would be illegal to manufacture, import or sell a device or service whose primary purpose is to defeat an encryption or anti-copying system. That bill spurred the formation of the Digital Future Coalition who began to lobby against the bill and called for a balanced discussion of copyright issues.  In February of 1996, the House subcommittee held hearings on the NII Copyright Protection act that (within Section 1201) established policy that would have reversed the Supreme Court’s previous Betamax decision, and in May 1996, the Senate Judiciary Committee held hearings on that bill. 

In November 1996, the Clinton Administration took the IP discussion one step further by attempting to submit portions of the Copyright Protection bill into the new treaty for the World Intellectual Property Organization (WIPO). WIPO ended up adopting a new treaty that addressed copyright issues (including those created by digital technologies) without restraining a consumer’s fair use provision. That result motivated the Administration to revamp the copyright bill on the Senate floor, and the Patent and Trademark Office developed and circulated new proposals that would have outlawed consumer’s right to fair use and would have forced the manufacturing of new computers and VCRs to be produced with anti-copying technologies.  

Ultimately, the Senate Judiciary committee’s S1121 copyright act (a modification of that previous act) was passed and adopted by the Senate, and the House Commerce Telecommunications Subcommittee began to hold hearings on their version of the bill (HR 2281) in June of 1998. Once the bill was amended to include a fair use provision and the language concerning re-manufacturing of hardware was removed, the bill was passed in the House. In October of 1998 the DMCA was passed and signed into law after successfully passing through a House/Senate Conference Committee that was convened as the final discussion on the bill.
Post DMCA World

The “fair use” section of the Betamax resolution established a precedent for the social acceptance of copying and sharing of information content that still exists today.  The controversy and policy debate surrounding the socially accepted “sharing” of content established by the fair use act versus the protection of an author’s right to be financially compensated for his/her intellectual property continues to be discussed and has not been resolved by passage of the DMCA. After the establishment of various DRM technologies, a few gaps still exist where illegal copying of content can occur, and until these gaps are closed, content owners will be hesitant to provide the enriched content that is so crucial to broadband’s mass adoption. One of these gaps is the “broadcast hole” where movie and television content is unprotected during over the air broadcast and could be captured during the broadcast process and illegally copied. Technical suggestions for this solution have included developing a broadcast flag that could be read by set top boxes that remove the encryption on that television set and display the digital content. Implement of this solution will require a massive effort to deploy these set top devices within a large number of US households. Copyright protection technologies for CD music are just as unsuccessful and the first versions locked up consumer’s machines and were easily and quickly circumvented by a low-tech solution posted on the web and distributed via peer-to-peer systems. 

Various pieces of legislation have been proposed as solutions to the issues that are still active post-DCMA. Rep. Howard Berman (D-Cal) introduced a bill HR 5211 on July 25, 2002 as a remedy to the digital piracy problem. The bill stated that:

“Copyright owner shall not be liable in any criminal or civil action for disabling, interfering with, blocking, diverting, or otherwise impairing the unauthorized distribution, display, performance, or reproduction of his or her copyrighted work on a publicly accessible peer-to-peer file trading network, if such impairment does not, without authorization, alter, delete, or otherwise impair the integrity of any computer file or data residing on the computer of a file trader.” 

This bill was seen as taking protection for content owners too far, and would have opened the door for denial of service (DOS) acts that for cable modem subscribers that would potential impair areas of cable users access to the Internet. It would also have allowed hackers who are also content producers the ability to create “impairment technologies” upon unknown users just as long as they notified the Attorney General seven days in advance. As the Electronic Frontier Foundation stated in their response, the bill does not include a “warrant requirement, no trial, no prior notice to the targets, no due process, and very little recourse for innocent bystanders caught in the cross-fire.” 
  Finding a solution that maintains the right of the consumer yet provides for adequate protection for the content owner has turned out to be a complex issue not easily resolved. 

Due to the uniqueness of the Internet, policymakers are faced with unique challenges in protecting copyright yet allowing innovative technology to develop and thrive.  Many would debate the success of the bill in promoting digital content and subsequent broadband adoption, and the lawsuits created by the passage of the bill seem to outweigh its potential benefits. 

“In the three years since the law was enacted, we have not seen the promised new digital content. Instead, we have seen a rash of lawsuits; the imprisonment by U.S. authorities of a Russian computer programmer who had come to the United States to give a technical talk; and, more recently, the release of compact discs into the market that cannot be played in computers or even some CD players, and thus cannot be used to create custom compilations of consumers' favorite songs.” 

Ultimately, the DMCA has not been found to have legal power outside of US borders, not entirely clear.  RIAA and others are suing Kazaa in US court for infringement of US copyright law and with the international reach of the Internet US legislation controlling the distribution of digital copies of intellectual property does not property protect an artist’s right to be reimbursed for their work. The most the US government can do is arrest hackers once they are within US borders. Obviously, another solution is needed. An international governing body (perhaps in conjunction with the international body lead by Hewlett Packard to develop international standards for ecommerce) needs to be convened to address these challenges to come up with policy solutions that have an international reach.  International legislative bodies could also decide to fund research and development for alternative technological solutions based on international standards that are applied before the content becomes available via the Internet like watermarks or advanced DRM technologies. However, with the wide reach of the Internet, there exists the unique possibility that whatever technologies are developed will be hacked by individuals and re-distributed anonymously to millions via peer-to-peer technologies.

Given these solutions and their drawbacks, there is one other solution left to the dilemma of mass illegal distribution of content via the Internet, and that is the modification of the revenue model for content producers so that the content being distributed for free is not the main source of reimbursement. Additional services could be developed and provided for a subscription fee for avid fans, or subscription services could be developed for movie and music content that allows the user to access information or package the product quickly and efficiently in such a way that is not currently available (for instance, being able to make a fast mix tape of your favorite artist plus be able to have an autographed album cover mailed to you). 


Whatever the solution, it is clear that in the new digital world, the economic model that has been used to create revenue from information products will have to be radically adjusted in the face of peer-to-peer technology. Perhaps this is yet another shift in American culture from the mass production mentality created when Ford produced his first car toward a model where products are customized quickly and easily for customers that are in their pajamas, coffee in hand, expecting efficient and cheap delivery to their doorstep via a visit from their postman or a click of their mouse.

Bibliography

Boucher, Rick. "Time to Rewrite the DMCA." Cnet.com (2002).

Foundation, Electronic Frontier, Ed. The Berman P2p Bill: Vigilantism Unbound, 2002.

"Limitation on Liability for Protection of Copyrighted Works on Peer-to-Peer Networks." 2002.

MacCarthy, Mark. PowerPoint presentation 2002.

Mr. Craig R. Barrett, CEO, Intel Corporation. "Competition, Innovation, and Public Policy in the Digital Age: Is the Marketplace Working to Protect Digital Creative Works." Washington, DC: US Senate Committee on the Judiciary, 2002.

Perry, Robert A. "Committee on Commerce, Science & Transportation "Protecting Content in a Digital Age - Promoting Broadband and the Digital Television Transition"." Washington, DC: Home Recording Rights Coalition, 2002.



� � ADDIN EN.CITE <EndNote><Cite><Author>MacCarthy</Author><Year>2002</Year><RecNum>6</RecNum><MDL><REFERENCE_TYPE>4</REFERENCE_TYPE><AUTHORS><AUTHOR>Mark MacCarthy</AUTHOR></AUTHORS><YEAR>2002</YEAR><TITLE>DMCA</TITLE><SECONDARY_AUTHORS><SECONDARY_AUTHOR>Public Policy and Network Industries Class</SECONDARY_AUTHOR></SECONDARY_AUTHORS><PLACE_PUBLISHED>Washington, DC</PLACE_PUBLISHED><TYPE_OF_WORK>powerpoint presentation</TYPE_OF_WORK></MDL></Cite></EndNote>�Mark MacCarthy, powerpoint presentation 2002.�


� � ADDIN EN.CITE <EndNote><Cite><Author>Mr. Craig R. Barrett</Author><Year>2002</Year><RecNum>1</RecNum><MDL><REFERENCE_TYPE>31</REFERENCE_TYPE><AUTHORS><AUTHOR>Mr. Craig R. Barrett, CEO, Intel Corporation</AUTHOR></AUTHORS><YEAR>2002</YEAR><TITLE>Competition, Innovation, and Public Policy in the Digital Age: Is the Marketplace Working to Protect Digital Creative Works:</TITLE><PLACE_PUBLISHED>Washington, DC</PLACE_PUBLISHED><PUBLISHER>US Senate Committee on the Judiciary</PUBLISHER><TERTIARY_TITLE>US Senate</TERTIARY_TITLE><DATE>March 14, 2002</DATE><TYPE_OF_WORK>Hearing Proceedings</TYPE_OF_WORK></MDL></Cite></EndNote>�CEO Mr. Craig R. Barrett, Intel Corporation, "Competition, Innovation, and Public Policy in the Digital Age: Is the Marketplace Working to Protect Digital Creative Works:," US Senate (Washington, DC: US Senate Committee on the Judiciary, 2002).�


� � ADDIN EN.CITE <EndNote><Cite><Author>Perry</Author><Year>2002</Year><RecNum>5</RecNum><MDL><REFERENCE_TYPE>10</REFERENCE_TYPE><AUTHORS><AUTHOR>Robert A. Perry</AUTHOR></AUTHORS><YEAR>2002</YEAR><TITLE>Committee on Commerce, Science &amp; Transportation &quot;Protecting Content in a Digital Age - Promoting Broadband and the Digital Television Transition&quot;</TITLE><PLACE_PUBLISHED>Washington, DC</PLACE_PUBLISHED><PUBLISHER>Home Recording Rights Coalition</PUBLISHER><DATE>February 28, 2002</DATE></MDL></Cite></EndNote>�Robert A. Perry, "Committee on Commerce, Science & Transportation "Protecting Content in a Digital Age - Promoting Broadband and the Digital Television Transition"," (Washington, DC: Home Recording Rights Coalition, 2002).�


� � ADDIN EN.CITE <EndNote><Cite><Year>2002</Year><RecNum>2</RecNum><MDL><REFERENCE_TYPE>17</REFERENCE_TYPE><YEAR>2002</YEAR><TITLE>Limitation on Liability for Protection of Copyrighted Works on Peer-to-Peer Networks</TITLE><NUMBER>H.R. 5211</NUMBER><TERTIARY_TITLE>House of Representatives</TERTIARY_TITLE><DATE>July 25, 2002</DATE><SUBSIDIARY_AUTHORS><SUBSIDIARY_AUTHOR>Rep. Howard Berman</SUBSIDIARY_AUTHOR></SUBSIDIARY_AUTHORS></MDL></Cite></EndNote>�"Limitation on Liability for Protection of Copyrighted Works on Peer-to-Peer Networks," House of Representatives (2002).�


� � ADDIN EN.CITE <EndNote><Cite><Author>Foundation</Author><Year>2002</Year><RecNum>3</RecNum><MDL><REFERENCE_TYPE>9</REFERENCE_TYPE><AUTHORS><AUTHOR>Electronic Frontier Foundation</AUTHOR></AUTHORS><YEAR>2002</YEAR><TITLE>The Berman P2P Bill: Vigilantism Unbound</TITLE><URL>www.eff.org/IP/P2P/20020802_eff_berman_p2p_bill.html</URL></MDL></Cite></EndNote>�Electronic Frontier Foundation, ed., The Berman P2p Bill: Vigilantism Unbound (2002).�


� � ADDIN EN.CITE <EndNote><Cite><Author>Boucher</Author><Year>2002</Year><RecNum>7</RecNum><MDL><REFERENCE_TYPE>0</REFERENCE_TYPE><AUTHORS><AUTHOR>Rick Boucher</AUTHOR></AUTHORS><YEAR>2002</YEAR><TITLE>Time to rewrite the DMCA</TITLE><SECONDARY_TITLE>Cnet.com</SECONDARY_TITLE><DATE>January 29</DATE><URL>http://news.com.com/2010-1078-825335.html</URL></MDL></Cite></EndNote>�Rick Boucher, "Time to Rewrite the DMCA," Cnet.com (2002).�





PAGE  
1

